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Evolving Tactics, Eroding Trust: Understanding
Modern Methods of Test Fraud

- Imposter/Proxy Test Taking: An imposter takes the test on behalf of the
legitimate candidate. This is often arranged through illicit third-party services.

» Digital Deepfake: Using real-time deepfake technologies or synthetic face
generation to deceive ID verification and liveness detection systems.

» Agentic Browsers: Using Al enabled browsers such as Atlas, Edge with Co-Pilot or
Comet by Perplexity to summmarise and present answers in the browser window.

« Computer Use Models: Al agents which can take control of browsers and
complete assignments and interactive actions on behalf of the candidate.

« Smart Devices: Devices purpose built or adapted for cheating such as invisible
watches, smartwatches, or advanced calculators. These are able to share pre
set notes or used for communication with collaborators.

» Virtual Proxy Test Testing: The registered candidate sits in front of the computer
(appearing legitimate to the proctor) while a person sitting remotely (e.g., via
remote desktop applications) enters the responses to the exam.

« Smart Ring: Rings that are capable of Bluetooth two-way audio communication.

« AR/Contact Lens: Embedded augmented reality display within a contact lens.

- Covert Communication (Audio): Using small audio devices, such as magnetic
earpieces (delivered deep into the ear) or capsule earpieces, to play
pre-recorded information or communicate with a third party/app who sends
back answers.
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easyProctor Frequently Asked Questions

Q. What types of proctoring modes do you offer?

easyProctor offers four comprehensive proctoring modes to suit different
examination requirements:

* Live Proctoring with Augmented Flags
- Record and Review (Video and Image Modes)

« Automated Proctoring with Augmented Flags

« Supervisor Mode

Q. Does easyProctor work in all regions?

Yes, easyProctor has been developed and deployed across the globe, with
extensive experience addressing the technical, linguistic, and cultural challenges
of international online proctoring. It offers:

» Multiple streaming partners

* Built-in custom streaming service

» Multilingual support with RTL

 Cultural sensitivity features

Q. Do you offer multi-camera proctoring options for
high-stakes examinations?

Yes, easyProctor offers an optional secondary camera for extended invigilation,
enabling multi-angle monitoring and enhanced security for high-stakes exams.

Q. How does easyProctor handle data privacy and
candidate rights?

easyProctor takes data privacy seriously, with a comprehensive Privacy Policy
that outlines how candidate data is handled, stored, and protected.
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